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REVIEW OF EXISTING DATA SETS FOR NETWORK INTRUSION
DETECTION SYSTEM

J. VERMA1, A. BHANDARI, AND G. SINGH

ABSTRACT. Enormous amounts of data have placed a number of data confi-
dentiality, integrity and availability security challenges and opened gates to
malicious activities. Hence, there is a need to address new research challenges.
Network Intrusion Detection system (NIDS) is a safeguard technology for en-
suring safe and trusted information flow making network secure for modern
network-based business and network administration. In this paper we have
studied various datasets and presented a review of NIDS related Datasets.

1. INTRODUCTION

Intrusion Detection System is a system or a tool that works with network and
monitors traffic for suspicious or unusual malicious activity or policy violations
and report it to administrator using security information and event management
system. Network if penetrated with malicious activity can lead to loss of poten-
tial vital information, data breaches and loss of user trust. There is a need of se-
curity of private resources from inside and outside attacks to the organization by
exploiting its vulnerabilities like password cracking, network sniffing traffic and
doing other malicious activities by masquerader, Misfeasor or Clandestine Users.
Firewalls and anti-malware software alone do not provide enough protection of
entire network from attacks, [1].
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2. CLASSIFICATION OF INTRUSION DETECTION SYSTEM

Intrusion detection systems track and detect networks for potential malicious
operation, and are prone to false alarms. It involves keeping check on eva-
sion techniques, sending fragmented packets to keep the attacker under radar,
avoid-ing default port to avoid port-by-attacker reconfiguration, organizing a
search among attackers, address spoofing and server proxy, and Pattern change
evasion helps to keep malicious attacks under control. There are two kinds of
schemes for detecting intrusion. Host intrusion detection systems only monitor
client or independent host network packets and alert the administrator if irreg-
ular or mali-cious activity is detected by taking snapshots of current device files
and compar-ing them to the previous snapshot, [2]. Network intrusion detec-
tion systems are intelligently distributed within networks through hardware or
software-based de-vices, depending on the IDS device supplier, which can be
connected to Ethernet, FDDI and other network media.

3. DATASETS FOR NETWORK INTRUSION DETECTION SYSTEMS

Network intrusion detection systems are designed in a manner that they moni-
tor and analyze network traffic to mitigate security risks and network inva-sion.
The KDD Cup 1999 is a dataset consisting of 41 features, classified into basic
features, traffic characteristics and content features, is most commonly used to
test intrusion detection models comprising a specific collection of data to be au-
dited, including a wide range of intrusions. Lee et al. worked with KDD Cup 99
dataset for simulation in a military network environment in [3]. Tavallaee and
et al. evaluated the level of complexity in KDD data set information. Moham-
mad Khubeb Siddiqui et al. tried to build the relation between attack over the
network and protocols used by the hacker in [4]. Revathi and Malathi et al. sug-
gested the re-dundant and overlapping information in KDD Cup 99 datasets, [5].
Tavallaee et al. proposed the NSL-KDD dataset to fix inherent KDD’99 data sets
issues. Dhanabal et al. in [3,6] analysed NSL KDD and examined the efficacy of
different classification algorithms in detecting anomalies in network traffic pat-
terns and re-vealed the link between protocols and network attacks, [6]. Sarathi
Partha et al. in [8] proposed Fuzzy Vectorized GA and Weighted Vectorized GA
to detect network attacks for the NSL-KDD data set, [7]. IXIA Perfect creates
UNSW-NB15 dataset which consists of creating certain types of attacks.
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TABLE 1. Popular Datasets for NIDS

The UNSW-NB15 dataset includes around two million and 540,044 vectors
with 49 features. Nour Moustafa and et. al. (2019) introduced existing and
novel methods used to produce the UNSWNB15 data set, [8]. Tharmini Ja-
narthanan et. al. analysed the features included in the UNSW-NB15 dataset, [9].
Mukrimah Nawair conducted multi-classification of the UNSW-NB15 network
anomaly detection method, [10]. DEFCON was created by collecting normal
and abnormal traffic while performing hacking and anti-hacking competitions
in a restrictive environment collection. Ali Shiravi et al. suggested use of DE-
FCON for alarm correlation assessment techniques, [20]. Markus Ring et al.
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presented a survey of data sets for intrusion detection on a network basis, [11].
According to Sharafaldin et al. [14] DARPA 1998 dataset is based on network
traffic and analysis and it con-tains seven weeks of network-based attacks while
the test data contains two weeks of network-based attacks. This dataset isn’t
real-world network traffic. There are three collections of data available for test-
ing, DARPA 98, 99 and 2000. Ring et al. reviewed data sets, and considered
DARPA 1998 to be one of the most popular intrusion detection data sets, [13].

Honeypots, darknet sensors, e-mail servers, and web crawler tools were used
to produce KYOTO dataset. The Kyoto 2006 + dataset is compiled using honey-
pots, darknet sensors, email servers and web crawler. Jungsuk Album et al. pro-
vided detailed overview of Benchmark Data at the University of Kyoto [12]. Ta-
ble 1, [3–6,9,11–22] describes popular NIDS datasets with the details of dataset
name, number of instances, type of attacks, number of features, labelling flag,
availability URL and details of research work done on the specified dataset.

4. CONCLUSION

An IDS works by gathering snapshots of the entire system and then using the
information gathered from pre-established patterns, it provides awareness and
insight into how an attack occurred. A NIDS perform network traffic analysis
and check the traffic that is transmitted to the database and library for estab-
lished at-tacks on the subnets. If an attack consisting of an anomalous activity is
detected, the alert is sent to the administrator. In our paper, we reviewed com-
mon Datasets used for Network Intrusion Detection Systems and their origins
along with the researchers who worked on Network Intrusion Detection System
with these datasets.
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