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SECURITY THREATS ON DATA-CONTROL PLANE COMMUNICATION
CHANNEL IN SDN

SUKHVEER KAUR1, KRISHAN KUMAR, AND NAVEEN AGGARWAL

ABSTRACT. Software Defined Networking (SDN) is an emerging technology
that gives flexibility, vendor neutrality, and centralized management by sepa-
rating the network operating system (control plane) from the forwarding hard-
ware (data plane). The OpenFlow is the standard protocol that is used for
communication between the data and control plane. However, it is vulnerable
to various security threats due to the lack of TLS adoption. In this study, we
have performed the various attacks on data-control plane communication chan-
nel and analyzed the impacts on these attacks on the whole SDN network. To
perform the experiment, we have created a virtual network lab using the GNS3
and VMware workstation. In the experiment, we observed the attacker can per-
form the MITM attack to modify the flow table entries for redirecting the traffic.
Moreover, it can breakdown the control channel communication to disconnect
the network from the controller machine. Finally, we have implemented TLS
security to secure the data-control plane communication channel.

1. INTRODUCTION

SDN is a promising techonology to make the network dynamic, flexible, and
programmable to meet the requirements of modern data centers. It addresses
the challenges of traditional network by separtaing the network control logic
from the forwarding hardware. Moreover, the cost of SDN devices is significantly
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lower than the traditional network devices due to the use of open-source net-
work operating system instead of using vendor-specific software [1]. The rapid
adpotion of SDN underscore the importance of security as its rising demands
presents a lucrative target for attackers around the world. The architecture of
SDN is divided into three layers: Data plane, Control plane, and Application
Plane. Each of these plane along with its interfaces is susceptible to various se-
curity threats [2]. Existing studies work on the security of control plane [3, 4]
and data plane [5, 6], but the security of data-control plane communication
channel is still an open issue. The OpenFlow is the most popular protocol that
is used for data-control plane communication. However, OpenFlow does not
enforce the secure communication as the usage of TLS is recommended but not
mandatory in the OpenFLow specifications [7]. The lack of TLS adoption will
clear the path for attackers to perform various attacks such as eavesdropping,
Man-in-the-Middle attack (MITM), etc.

Benton et al. [8] identifies the vulnerabilities that emerge from the separa-
tion of control and data plane and vulnerabilities within the OpenFlow Proto-
col. Antikainen et al. [9] discussed the possible attacks in SDN environment by
compromising one or more OpenFlow enabled switches. Aseeri et al. [2] pro-
vided a remedy to deal with eavesdropping attack in the data plane by using
the multiple routing paths to reduce the severity of information leakage. Some
of the above works [8, 9] provided a theoretical study of SDN security threats,
but none of these studies describe the practical details of how the attacker ex-
ploits the data-control plane communication channel to launch various types of
attacks. Moreover, the existing studies [2–4] evaluated their experiments using
Mininet tool [10] in which there is difficult to configure the daemons separately.
In this experiment, we need the Virtual Machines (VM) to implement the dae-
mons. The GNS3 tool is used to integrate the VMware VMs with the Open Flow
switch that is implemented in the docker container. In this work, we answer the
following research questions:

• Can we exploit the data-control plane communication channel to per-
form the flow table modification attack?

• What are the impacts of flow table modification attacks on the entire
SDN network?
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2. EXPERIMENT SETUP AND EVALUATION

To analyse the security threats in SDN, we have built a topology using GNS3
emulation tool. The topology consists of 5 virtual machines as shown in Figure
1. The Ubuntu16.04 LTS 64-bit operating system is installed on all the virtual
machines. Out of 5, one machine acts as a Ryu controller [11]. We have in-
stalled and configured the DNS server on another virtual machine. We assumed
that 2 virtual machines are compromised by the attacker that used the Ettercap
tool to perform the MITM attack. One machine acts as a DNS client that is used
to access the web page from the DNS server. All these virtual machines are run-
ning on VMware workstation and connected to Open vSwitch using the GNS3
emulation tool.

FIGURE 1. Network setup for attack scenario

3. ANALYSIS AND TESTING

In this section, we analyze attacks against SDN in a scenario where the TLS
security is not implemented on data-control plane communication channel.

3.1. Breakdown the data-control plane communication. The data-control
plane communication channel is one of the most crucial points in the SDN archi-
tecture. Our goal in this scenario is to observe what happened when this chan-
nel is breakdown by the adversary system. To achieve this, we performed the
ARP spoofing on Attacker-A machine to sniff the traffic between the controller
and the switch. Then, Attacker-A machine used the Ettercap filter to drop the
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communication between the controller and the switch. According to the Open-
Flow specification, when the communication channel is interrupted then, Open
vSwitch either enter in "fail standalone mode" or "fail secure mode" mode. In
the standalone mode, switch behaves like an ordinary switch. In the fail secure
mode, switch does not setup the flow rules by its own when the connection got
lost. Therefore, it starts dropping all traffic received from the connected hosts.
In the experiments, we have changed the default fail mode of Open vSwitch to
secure mode. As can be seen in the Figure 2, when the flow table of switch got
empty, it starts dropping the packets after the breakdown of connection.

FIGURE 2. ICMP packets dropped after the breakdown of data-
control plane communication channel

3.2. Flow Table Modification Attack. By modifying the flow table rules, at-
tacker can perform other possible attacks: eavesdropping by traffic duplication
and MITM attack as shown in Figure 3.

FIGURE 3. (a) Eavsedropping Attack (b) MITM Attack

(i) Eavesdropping by traffic duplication: the basic principle of the eaves-
dropping attacks is to modify the flow table entries for duplicating the
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web traffic to Attacker-B machine. To do this, Attacker-A machine cap-
tures the Flow_mod packet from the controller and modified it by insert-
ing an extra OpenFlow action. This action duplicate the traffic to port4
(Attacker-B machine) that is transmitted between the DNS Server and
the client. Now, the Attacker-B machine eavesdrop the communication
when we try to ping to DNS server from the client machine as shown in
Figure 4

FIGURE 4. Eavesdropping the traffic from Attacker-B machine

(ii) Flow Table Modification for MITM Attack: in this scenario, Attack-A
modifies the flow table entries not to duplicate the traffic but instead
redirect the traffic to Attacker-B machine. After receiving the packets,
Attacker-B machine performs the DNS spoofing to redirect the traffic
that is going to the DNS server to his/her machine. To perform this
attack, Attacker-A modifies the flow table entries with the ettercap to
pass all the traffic going to the DNS server through Attacker-B machine.
Next, Attacker-B machine edit the etter.dns file to redirect the traffic of
www.example.com to his/her machine having IP address (172.24.10.3).
In addition, Attacker-B activate the dns_spoof plug-in in ettercap for
redirecting the web page as shown in Figure 5. After activating the
dns_spoof plug-in, client gets the redirect web page instead of original
web page (Figure 5).

4. TRANSPORT LAYER SECURITY

In section 3, we have shown how the adversary can exploits the data-control
plane communication channel to downgrade the entire SDN networks. This is
happing due to the lack of TLS adoption in the OpenFlow protocol. The Open
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FIGURE 5. (a) Activating dns_spoof plug-in on Attacker-B ma-
chine (b) Accessing Web page before and after DNS Spoofing

Network Foundation (ONF) make the implementation of TLS optional on Open-
Flow protocol as it gives the choice to network administrators to use any secu-
rity protocol according to the type of programmable network [12]. However, if
the security is not implemented properly, it can lead to many security threats.
To prevent these types of attacks, we have implemented TLS security with the
Public Key infrastructure (PKI). The initial PKI structure has created the root
certificates for controller and switch certificate authority and private keys for
signing these certificates. Moreover, it will create the public and private keys
for controller and switch which are signed by the certificate authority as shown
in Figure 6. The root certificate of controller certificate authority enables the
Open vSwitch to authenticate the valid controllers. Similarly, the root certifi-
cate of switch certificate authority is used to authenticate the Open vSwitches.
Finally, we have captured the traffic on the wireshark from Attacker-A machine.
As shown in the Figure 6, OpenFlow traffic that is transferred between the con-
troller and the Open vSwitch is encrypted with TLS.

5. CONCLUSION

In this paper, we have done the practical security analysis of SDN by modify-
ing the flow table entries to perform different types of attacks such as commu-
nication channel breakdown, Eavesdropping, and DNS spoofing. The adversary
can exploit the vulnerabilities in SDN architecture such as lack of TLS adoption,
separation of data and control plane, to perform these attacks. To prevent these
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FIGURE 6. (a) Creating public and private keys for Controller and
Switch using PKI (b) OpenFlow traffic encrypted with TLS

attacks, we have implemented the TLS security on data-control plane communi-
cation channel. In future, our aim is to implement the detection and mitigation
solution to detect these attacks and drop all the communication from the mali-
cious host.
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