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ABSTRACT. A binary quadratic form f(z,y) is a homogeneous polynomial
f(z,y) = azx? + by + cy? of degree 2 denoted by (a,b,c) where the coeffi-
cients a,b and c are fixed integers and the variables = and y are restricted to
integers. A binary quadratic form will possess it’s equivalent form by the uni-
modular substitution. Therefore, computing the unimodular matrix used, from
the equivalent form is difficult in general for the binary quadratic forms. This
difficulty regarding the unimodular substitutions for computing the equivalent
binary quadratic forms is another source for trapdoor functions in Public Key
Cryptosystem. In this paper, we described how linear transformations of z and
y variables can change one binary quadratic form into other form by a unimod-
ular substitution in the key exchange cryptosystem and proposed a method for
recovering the secret key in the key exchange system using binary quadratic
forms.
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1. INTRODUCTION AND PRELIMINARIES

The basic concept of cryptographic algorithm works in combination with a
key which can be a number, word, or phrase to encrypt the plain text to cipher
text. A cryptographic algorithm with all possible public and private keys and
all the protocols which make it work comprise a cryptosystem. A number of
cryptosystems have been proposed to maintain the security of the message. The
security is maintained by using trapdoor or one-way functions in public key
cryptography. In this paper, the importance and use of binary quadratic forms by
the receiver and sender in establishing a secret shared key is discussed and going
in line with Harry Yosh, paper [6], we adapted operators with some parameters
and a method for recovering the secret key by the sender and recipient using
the binary quadratic forms is proposed. This method is based on the difficulty
of computing the unimodular matrices from the equivalent form [|3,4].

Binary Quadratic Forms: A binary quadratic form f(x,y) is a homogeneous
polynomial f(x,y) = az® + bry + cy® of degree 2 denoted by (a, b, c) where the
coefficients a, b and c are fixed integers and the variables x and y are restricted to
integers. A binary quadratic form (a, b, ¢) is said to be primitive if gcd(a, b, c) = 1
otherwise non primitive, [1].

Definition 1.1. [2] The discriminant of a binary quadratic form f = (a,b,c)
denoted as ’d’ is defined to be the value d = b* — 4ac.
Definition 1.2. [5] A binary quadratic form f(x,y) = (a, b, ¢) is said to be equiv-

alent to g(z,y) if there exists a unimodular matrix M = P4 > eSLo7Z such
r s

that:

g(z,y) = f(p ‘-’)()
r oS Y

= flpz +qy,rz + sy)
= (ap2 + bpr + cr?, 2apq + b(ps + rq) + 2crs, ag® + bgs + 032) :

2. PROPOSED KEY EXCHANGE SCHEME

In this section we introduce a key exchange protocol using binary quadratic
forms as follows [|7-9].
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a. Recipient sets a random binary quadratic form f(z,y) of a randomdis-
P q
ros
quadratic form f(z,y) is the public key and S is the private key.

b. The sender sets an equivalent binary quadratic form g = g(z,y) = (a,b,¢)
of f(x,y) using his choice of unimodular matrix S; and constructs a public key
using the operator 1}, ., », for i = 1,2,...,m to the polynomials say, F,G, H
with n coefficients each, given as:

criminant ’d’ witha random unimodular matrix S = €S Ly7Z The binary

T[pivwi}(Fv G H) = (T G) Ty, ](H))

= (T[m powspirwm) (B Tiaras.a5,01am) (G)s T v s v ()
(
(

(((F+p1)p2 +p3)pat ) Py (G @1) 2 +G3) qa+ -+ 2) G
((H+T1)7’2+7”3)7”4+ ) )

where the choice of * m ’ parameters p;, s¢; * s and r; ’s of each polynomial are
composite numbers such that m > n.

Then the sender applies this operator to g[S] = (ap® + bpr + cr?, 2apq + b(ps + rq)
+2crs, ag* + bqs + cs?) with his choice of any number of parameters, m > 3 for

Db q
ros

some random S = ) € SL,Z and obtains h(S) = (ap, by, cs) i.e.

Tipi g (91S]) = Tipsgurs) (ap® + bpr + cr?, 2apg + b(ps + rq) + 2crs, ag*+
bgs + 082)
= (T[pi] (ap2 + bpr + 07“2) ;114 (2apq + b(ps 4 rq) + 2crs), Ty, (aq2+
bgs + 032))
= (Do pespsrom) (@07 + 007 + %), Ty go.05.01,00) (200G + b(ps + 7q)+
20r5), Tiry o rgrarm) (00”4 bgs + ¢s7))
= ((((ap® +bpr 4+ cr® +p1) p2 4+ p3) pa+ - - .) Pm, (((2apg + b(ps + rq)+

2ers+q1)Ge +q3) qa + - - -) G, (((aq2 + bgs + cs* + 7‘1) ro + 7"3) T4+ .. ) Tm)
= (CLh,bh,Ch) = h(S)

The sender makes g = (a, b, ¢) and h(S) public.
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a. The Recipient evaluates ¢*[S] = (a*,b*,¢*) and h*(S) = (aj, b}, i) for his

choice of S = ( b ) € SL,Z and makes h*(S) public and ¢*[S] as private
ros

keys.
b. The sender recovers the binary quadratic form ¢*[S] from ~*(S) by applying
the inverse operator 7! to h*(S) given by,

—1 * —1 * -1 *
( [P1.p2:P3,P4,--,Pm] (ah) ’7—1[q1,427Q37Q4,~~~7qm] (bh) T[T177"277"377"47~~,Tm] (Ch>>
(e

(a
(b5)
(k)
_ (a*,b*,c* :g*[S]

Ty (B°(9)) =
1
y— — -
Pm

1
m
1
Pt
)
Thus the sender and the recipient uses the secret key ¢*[S] as a key exchange.
Note: Finding the parameters can be made difficult by choosing composite
parameters for Ty, . ,..q1...guir1,....rn) SUCh that n > 4 As for each public key is of
the form (f(p,r), Qapq +b(ps+rq)+2crs, f(q,s)) and the polynomials in p, ¢, 7, s
are with only four coefficients each equating to polynomials expressed in terms

of p;, s,q;, s,r;, s as variables, hence p;, s, ¢;s, r;, s cannot be evaluated from this
system of four equations for n > 4

3. ALGORITHM TO COMPUTE: T, (h*(S5))

Stepl: Start

Step2: Input h*(S) = (aj,, b}, ;)

Step3: Input p1, P2, P, 415G25 - - - @y T15, 725 - - - Ty
Step4: Compute:

T[;11p2 ----- pm] ( *) = (((CL;;) Ii - ) DA _p3> Do _pl = a
- *) * 1 1 "

T[ql q2,..., qm] (b ) - (bh) q_m - q_4 - q3 q_2 - q]. - b

T[;ll,rz ..... g (1) = () 7 = Ty =
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Step5: Output 7' . (h*(5)) = (a*, 0", ¢")
Step6: Stop.

4. ILLUSTRATION OF PROPOSED KEY TECHNIQUE

The key exchange protocol begins from the recipient side. The recipient
chooses a random binary quadratic form f = (30,48,24) and a unimodular

matrix S = L 2) € SL,7Z and makes f as public. Sender receives f

and finds ¢ = f[s;] for his choice of S; = ( 34 79 ) € SL,7Z. Hence,

g = (78,348,390) say (a,b,c). Now for a random S = < b ) € SLy7Z and

r S
m =6, let p; =6,p; =21
b3 = 157174 = 127p5 = 147p6 = 187(]1 = 87(]2 = 367q33 = 227(]4 = 357Q5 = 1877Q6
= ].0,7”1 = 24,7”2 = 18,7”3 = 2877”4 = 30,7"5 = 33,7"6 =16

h(S) = Tpqra(9lS])

= Tipogirs (ap® +bpr + cr®, 2apq + b(ps + rq) + 2crs

= (T[pz.] (ap2 + bpr + 07’2) ;11 (2apq + b(ps 4 rq) + 2crs), Ty, (aq2—|—

= (Tipvposwswsme) (@0 +0pr 4 1) Tigy g g5.00.05.06) (2009 + b(ps +7¢)+
bgs + cs?)) 2¢r5), Tiry sy rarasire) (a4° + bgs + ¢s”))

= ((((ap® + bpr 4+ cr* + p1) p2 + p3) p1 + ps) e, (((2apg + b(ps + rq)+

2ers+ q1) @2 + ¢3) @1 + 65) g6, ((ag® + bgs + ¢s® + 11) ro +13) ra 4 15) 76)

= ((((78p* + 348pr + 390r? + 6) 21 + 15) 12 + 14) 18, (((156pq+
348(ps + rq) + 780rs + 8)36 + 22)35 + 18)10,
(((78¢° + 348¢s + 390s> + 24) 18+ 28)30 + 33)16)

= (353808p? + 1578528pr + 17690407 + 30708, 1965600pq + 4384800(ps + rq)

+98280007s7s + 108680, 673920¢° + 3006720¢s + 33696005 + 221328)

- (ah7 bh7 Ch) , say
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The sender makes g = (78, 348,390) and A(S) public, keeping the parameters
pi’s and ¢;'s of the operator secret. The Recipient evaluates ¢g*[S] = (a*, b*, ¢*)
and h*(S) = (aj,b;,c;) for his choice of S = Il 2 eSLyZ as follows:
g*[S] = (77808, 112728, 40830) = (a*, b*, c*) and

h*(S) = (352967796, 1420481480, 352992528) = (a;, by, c;) and makes
h*(S) = (352967796, 1420481480, 352992528)

public keeping ¢*[S] = (77808, 112728, 40830) as secret key.
Using the inverse operator 7!, the sender computes the value of g*[S] as
follows:

T[;ilv‘hvri] (h*(S)) - (T[pl,p2,p3,p4,p57p6] ((IZ) ’1'1[;117‘12,‘1157(14#57‘16] <b2) ’T[;117r2,r3,r4,r577’6] (62)>

1 1
ah ——P5 — — P3| — — D1,
2 D2
) , ) 1
——C]5 — —q | — — 1,
q4 q2
h

(( )5 )
C —_— ——7’3 — — T
T4 T2
1 1 1
= 2 — —14)——15) — —
(((35 967796) 18 )12 5) 51 6,
1
(14204814 ——1 —— 22) — —
<( 0481480) 10 8) 35 ) 8,
352992528 —33 L — 28 L — 24
30 18
(77

808, 112728, 40830) (a*,b*, ¢*) = ¢°[9]

Thus, the sender could recover the value of ¢* [( [ )] which can be

11 8
used as the secret key.

5. CONCLUSION

In this key exchange protocol based on binary quadratic forms proposed by
us, the key exchange is an equivalent form of a binary quadratic form which is
a public key. The equivalent form computation involves finding the unimodular
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matrix from an infinitely many possibilities. The equivalent form is computed
by both the parties through the operators based on some parameters and finding
the parameters also can be made difficult by choosing the number of parame-
ters 'n’ such that n > 4. An Algorithm for applying the parameters on binary
quadratic forms is also given.
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